Counter FrAUY "

Annual Report

June 2023

/X Assurance Lincolnshire
.

COUNTY COUNCIL

Page 299

For all your assurance needs



Contents

Contents Page 1
Key messages 2022/23 Page 2-7
Delivery of 2022/23 Counter Fraud work plan Page 4-10

Fraud Landscape

Resources Deployed

Pro-active Work

Whistleblowing referrals

Investigations

Lincolnshire Counter Fraud Partnership

Appendices Page 11-17

Appendix B - Counter Fraud Plan 2022/23

Claire Goodenough- Head of Audit and Risk
Claire.goodenough@lincolnshire.gov.uk

Dianne Downs— Internal Audit Team Manager
Dianne.downs2@lincolnshire.gov.uk
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The matters raised in this report are only those that came to our attention during the course of our work — there may be weaknesses
in governance, risk management and the system of internal control that we are not aware of because they did not form part of our

work programme, were excluded from the scope of |nPﬁlgEu§‘g agements or were not bought to our attention. The opinion is
based solely the work undertaken as part of the agreed | |pglan. 1
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Financial Control

Fraud Risks

It is important to understand what fraud
risks the Council faces, so that
proportionate action can be taken to
protect the public purse.

The Council’s fraud risk register was
updated in 2022/23 and concluded that
the inherent risk of fraud remains high;
this is consistent with the national fraud
landscape.

Counter-Fraud Resource

The Council made provision for resources
to be deployed to combat the frauds risks
faced by the Council.

During 2022/23 resource availability was
significantly reduced and this impacted
the service’s ability to deliver planned
counter fraud activity.

We have delivered 58% of work planned
for 2022/23.

This included 215 days spent on internal
investigations. Full details of days
delivered are set out in Appendix B.
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Key Messages

This report is provided for Audit Committee members. It
provides information about arrangements in place to
counter fraud and corruption and reports on delivery of
the 2022/23 Counter Fraud Work Plan approved by the
Committee in March 2022.

Fraud prevention

LCC has controls in place to prevent fraud as
part of its normal operating processes.
£1.048m of attempted mandate fraud was
prevented by colleagues at LCC and our Serco
partners.

The Counter fraud plan aimed to ensure
Council arrangements were boosted further
through raising awareness and pro-active
work to detect fraud and error.

Time spent on pro-active counter fraud work
was restricted in 2022/23 but did include
submission of data sets as part of the
National Fraud Initiative (NFI) data matching
exercise. Data matches were returned for
follow up and this is an area that requires
further attention in 2023/24, alongside other
pro-active work.

Investigations

In 2022/23 we brought forward nine live
investigations and received a further 18 new
referrals. 20 were closed and seven cases
were carried forward into 2023/24.
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Financial Control

Investigation Outcomes

The 20 investigations closed during
2022/23 resulted in a range of outcomes.
No fraud was proven in four instances,
but all other cases resulted in some form
of action being taken. This included
Police referrals, internal disciplinary
processes and recommendations for
management actions to strengthen

internal controls to prevent reoccurrence.

Lincolnshire Counter
Fraud Partnership

The LCC Counter Fraud Plan made
provision for resource to support
partnership arrangements with
Lincolnshire Police and Crime
Commissioners Office and District
Councils in Lincolnshire.

Due to resourcing pressures, less
partnership activity took place than in
previous years. We did however continue
to manage and triage the whistleblowing
hotline for Lincolnshire local authorities.
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Key Messages

This report is provided for Audit Committee members. It
provides information about arrangements in place to
counter fraud and corruption and reports on delivery of
the 2022/23 Counter Fraud Work Plan.

Whistleblowing reports
An analysis of referrals made to the hotline
in 2022/23 identifies a total of 78 referrals
were received (86 in 2021/22). 13 referrals
(17%) related to Lincolnshire County
Council (LCC), 59 (75%) to districts and six
referrals (8%) relating to councils outside of
Lincolnshire.

=  Of the 13 LCC confidential referrals just
one related to potential fraud, nine to
officer conduct and three other
concerns.

=  Referrals about council tax and housing
tenancy fraud remain high. This
accounts for 65% of all referrals
received in 2022/23.




Fraud is an ever-present threat to all sectors across the world. The threat to public funding
managed by Local Authorities is no exception.

It is hard to capture the true extent of fraud losses in the public sector. Analysis and
estimates of the amount of fraud loss varies across official government and professional
reports but reports consistently indicate that fraud risks are rising.

The Annual Fraud Indicator 2017 Report contains the last set of government sanctioned
estimates for local authorities: It estimated annual public sector fraud losses at £40.3bn of
which £7.3bn (18%) was lost in local authorities.

Tax
£16.3bn

TV Licence £0.2bn

Central Government
(excluding benefits)
£10.3bn Public Sector

£40.4bn

Local
Government
£7.8bn *

Benefits
£2.4bn Annual Fraud Indicator 2017 (AF).

*Estimated costs to local authorifies based on the

The Cabinet Office published a fraud landscape report for every year from 2017 to 2022.
Fraud loss estimates have increased year on year. The latest Cabinet Office estimate, which
was published in March 2023, reported that the public sector lost up to £58.8 billion to fraud
and error in 2020-21, excluding schemes specific to COVID-19.

CIPFA also attempted to calculate Local Authority losses through an annual survey of
Councils. Participation was voluntary and less than one third of County Councils responded
to the last survey, so accurate benchmarking is not currently possible.
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Resources deployed

The 2022/23 Annual Counter Fraud plan of 523 days was based on estimates of counter
fraud resources available to Corporate Audit and Risk Management (CARM) as at March
2022. This compared to 745 days in the 2021/22 Counter Fraud Plan.

During 2022/23 this resource availability was significantly reduced and on impacted the
service’s ability to deliver all planned counter fraud activity. Recruitment and retention of
specialist counter fraud and investigations staff has been challenging post-pandemic. This
reflects the national picture of public sector professional and specialist recruitment.

Three experienced counter fraud and investigations team members left CARM in 2022/23.
One investigator left through planned retirement and two counter fraud specialists left to
start new career paths in the private sector.

This was compounded by the long-term sickness absence of one post holder and
diversion of some dedicated counter fraud resource to support delivery of internal audit
plans and investigations for external clients.

The reduction in available resources meant less work was delivered against the Counter
Fraud Plan for 2022/23. 58% (304/523 days) of the Counter Fraud and Investigations
Plan for 2022/23 was delivered. A further 4% of counter fraud resources (20/523 planned
days) were used to deliver unscheduled audit work for District Council clients.

' LCC Audit Manager |

Counter Fraud Investigations

Principal Principal Principal
Investigator Investigator Principal Investigator Senior
(left (left Investigator (left Investigator
14/04/2022) 28/06/2022) 28/02/2023)




Proactive counter fraud

work and raising fraud
awareness

The Counter Fraud Plan for 2022/23 (Appendix B) set out detail of pro-active work due to be
delivered during the year, following five principals:
A. Acknowledge responsibility
Identify Risks
Develop a strategy
Provide Resources
Take action — both pro-active Counter fraud delivery and reactive investigations

Mmoo w

Some of the planned activity was delivered, and notable achievements included:

* Submission of datasets as part of the National Fraud Initiative (NFI) data matching
exercise

*  Work started to process to NFI matches, but with further
input required and work carried forward into 2023/24

*  Work started to develop a Counter Fraud Hub to
consolidate Counter Fraud information and make it easier
and clearer to signpost staff to relevant information

* Engagement with national and regional groups

* Update of the fraud risk register

* Input to the combined assurance mapping process

* Refresh of schools eLearning materials and promotion

* Management of the confidential reporting line

The indicative scope in the 2022/23 Counter Fraud Plan also set out the intent to deliver
pro-active counter fraud activity to target higher fraud risk areas. This was to be linked to
fraud risk assessments.

The reduction in resources during 2022/23 meant that it was not possible to deliver all this
planned work. The amount of time that was dedicated to pro-active reviews was much less
than in previous years and is something to be addressed in 2023/24.
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There has been a fall in the number of reports received that related to Lincolnshire County
Council. In2022/23 there were 13 calls compared to 15 in 2021/22, and 20 in 2020/21.

LCC Whistleblowing by type

In 2022/23, just one

Safeguard, 1 \

g

Theft/Fraud, 1

Planning, 1

The remainder of
contacts made to the
confidential reporting
line about LCC were
related to safeguarding
concerns, planning
matters, and contractor
vetting processes.

/ Other, 1

confidential referral led to
formal fraud investigations.

Nine related to employee
conduct and were referred
on to management for
processing through the
Council’s HR grievance or
disciplinary policies. This
included multiple reports of
‘ the same concern.

Employee/Conduct, 9

LCC Whistleblowing by Directorate

Resources, 2 \

ASC, 2

r

Place,3__—

LR, 5

Childrens, 1
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Investigations

Fraud investigations:

* Nine investigations were brought forward as work in progress from 2021/22

* 18 new investigations were opened

» ofthese 27 cases: 20 were closed and seven cases were carried forward to 2023/24

Lincolnshire County Council has a strong stance against fraud and seeks to take appropriate
action. Fraud reports are investigated and when fraud is proven sanctions and redress are
sought. The 20 closed cases resulted in a variety of outcomes :

Investigation outcomes

5
4 4
4
3
3
2
2
1 1
1 . .
0

Employee Employee Final written Management Police case closed Mandate fraud No fraud proven
resigned dismissed warning action prevented

The majority of new investigations were opened following referrals by management with
concerns about suspicious activity in their area.

£1.048 Mandate Frauds stopped

Good internal control is essential in fraud prevention and detection. Strong processes meant
that four attempted mandate fraud against the Council were stopped. If these attempts
been successful, the Council would have lost £1.048m, but this was prevented. Our internal
investigations gathered information about each of the attempts and this was passed to the
Police for further action.
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Lincolnshire Counter Fraud Partnership

Lincolnshire County Council is the lead partner and co-ordinator for the Lincolnshire
Counter Fraud Partnership (LCFP). The partnership comprises; Lincolnshire County Council,
Lincolnshire Police and Crime Commissioners Office, and all seven district councils in
Lincolnshire.

LCFP provides a broad framework for a County-wide anti-fraud approach and sharing of
fraud intelligence, best practice and expertise and provides a single point of contact for
staff and the public to raise concerns or whistleblow on wrong-doing in Lincolnshire
authorities.

In 2022/23 resource pressures in Internal Audit and Counter Fraud have meant that
partnership delivery was significantly restricted, and was limited to maintaining the
confidential reporting facility.

The pause in delivery provided an opportunity to review and reset partnership
arrangements. The new approach will maintain the benefits of partnership working
through a core offer for all LCFP partners, and allow for a more bespoke, local option
tailored to individual partner’s requirements.
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Appendix B : Counter
Fraud Plan 2022/23

Specific step
(From CIPFA
Code of
Practice)

Mature of work and
Indicative Scope

CIPFA Code of Practice — Key Prindiple & Acknowledge

Responsibility

PManned

Deliversd

Percent

A1 - Acknewledge
the threat of
fraud and

cosruption

A2 - Acknowledge
the impartance of
# cullfure that is
resilient to the
threats of fraud

ano W;h-& T ~

AT - GoveErning
Bl s s

acknowledgas it
respansibility for
the managament
of its fraud and
corruption fisks

&d - Governing
Body tots a
specific gpoal of
ansuring and
mant JMnng s

o I.IIJd

and cocrpplinm

FESEENCE

Member Training &md fudit

Committes Support

Counter Fraud Annual Plan and
1

Lineaslnshire Counter Fraud
Partnarship Plan and Reparts for
Lincalnshire Finance OFficers Group

prass Reports to Avdit Cammittea

Days

[ ]

=i

achieved

14 Days (%)

11

14

9%
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Appendix B :
Counter Fraud Plan 2022/23

Specific step
{From CIPFA
Code of Practice]

Nature of work and Indicative Scope

CIFFA Code of Practice — Key Principle B identify Risks

Delivered
days

PManmed
days

Percent
achieved

B1 - Frawd risks
are routinely
oonsidered &
part of risk

i N 3 el

rraspesnaat

B2 - The

G o R
dentifies tha
ritks of fraud and
cacrupting

B3 - The
SRR N Ea kN
pu blishes
astimatas of
fraud boss ta aid
ayaluation af
fraud risk

B4 — The

A LS AT
avalustes the
harm to its aims
and abjectives

Harizon Scanning & Annusl Salf
aetasoment against Fighting Fraud and
Cor rupikion Locally.

Benchmarking Actwity — COFALCT
Tracker {annwal surdey), pEer groups
and frend analysis of LOC
nvestigations

Update and presentation of Fraud Risk
Hegitters

Fraud Rick Fegister
Audit Committes

present repart to

dentify priority serdice areas for
AW areness taining
Collabaration in assurdmte mapping
Counter Fraud and
mvEstigations, Audit and Rigk teams

P CEss

i

S0

15 Days [3%)

47%
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Appendix B :
Counter Fraud Plan 2022/23

Specific step
(From CIPFA
Code of

Practice)

Mature of work and
Indicative Scope

CIPFA Code of Practice — Key Principle £ Develop a

Days

Planned

Percent

ppraacha
C3 - The strategy
neludes bath
proactive and
respansive
spprosches

Proactive action:
+ [Develop
counter fraud

= Launching af
meEw Counber
Fraud Hub &
Fraud E
Learning

#=  Prevent fraud
thirgugh
irmplementati
om of rabust
intarmal
ErntE

®=  Llge of

techinigues

dentifying Fravd Risk

Pubilication of LCC ‘Whisthe blowing

A T8 N e en s

Strabegy delivened days achieved

C1 - Gasterning 1 2.5 40

Body Formally Amnual Counter Fraud Waeark Plan

asdopts & counter 2%/34

fraud and

o ruptian Stratepy and Palicy review 1 1 155

shratagy to

address identified | Update investigation practice notes 0 1 by
Frapd Communications Strategy 0 2 by

L2 - SErabepy

et lndes the Launch of new Counter Fraud Hub and 1 i 5%

arganication’s use | Frawd E-Learning (01,/2022]

af joint working

ar partnership Us& af Data A&nalyiis process in 5 11 5%
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Appendix B :

Counter Fraud Plan 2022/23

Specific step
(From CIPFA
Code of
Practice)

Mature of work and
Indicative Scope

swch as data
matehing

= [Deterring
Frauwd
attempts by

hi N

the
QLR AN
anti-fraud
and
corruption
stands &nd
the actions it
takes against
Fraindbabs s

Responsive

action:

= [Detedcting

.!'I.ll'.l'\. 5

= |mplemanting
"II:'\l: e
whistleblowin
B

arrangement

= |nvestigating
Frud

referrals

Applying
sanctions and

sepking redress

21.5 Days (4%)

21.5

I
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Appendix B :
Counter Fraud Plan 2022/23

Specific step | Mature of work and
(From CIPFA | Indicative Scope
Code of
Practice)
CIPFA Code of Practice — Key Prindiple [ Provide Days Fanned Percent
Resources delivened days achieved
01 - &nnwal Lincolnshire Counter Fraud [1] i} T
ALLB et Partnérship resource
whether lewel of
resaunce Whistleblowing facility — logging 14 14 100%
invistad to reports, referrals and follow up asi8en
oountering fraud
and carruption is | LOC — Support and advice 10 12 E3%
proporthonate to
the level of Hek Emgagement with national and

regional best practice groups 5 11.5 43%
0k -The {including Multi Agency Intelligence
Organisation Hetwark [MAIN Lincs Police) &
utilises an Midland Frawd Group) — charing
Appropriabe rmix intelligence, CIPFA Standards and
af experienced Fighting Fraud and Carruption Lacally.
and skilled giaf

Annual Self-astessment L1 4 0%
0% - The
arganisation
grants counter Enhance data analytic training and L] 1 0%
fraud staff —
unhinderad
ACC eSS b it Sthools E-Learning {dewvelopment and & & 100%
emplayseg promation
0d - The Fravd Swareness E learning LCC 1 1 100%
arganisation has
protocols in Launch of new Counter Fraud Hub 0.5 0.5 100%:
place to Facilitats
joint working and | NSDC Fraud Risk warkshop E| 3 100%
data and
intelligence
shadag
53 Days (10%) 39.5 53 75%
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Appendix B :
Counter Fraud Plan 2022/23

Specific step | Nature of work and
{From CIPFA | Indicative Scope
Code of
Practice)
CIPFA Code of Practice — Key Principle E: Take Action Days Manned Percent
delivered | days achieved
E1-The
arganisation has | Completion of wark in progress o E 3 100%
put in place a aldd /2% Caunter Fraud Plan
padlicy framework
which supparts Wational Fraud Initiative—Processing 1% 15 E1%
the & Reporting for 2022/23
implementation
off the Counter Promotan and Dalivery of q 11 1%
Fraud Strategy Cammunications Plan, targeted
fraud swareness sessions and Fraod
EZ - Plans and Climics [Wirtual dalvery)
oparations are
aligned to the Pro-active reviews on higher risk
e e areas — linked to fraud rigk
acpasymant. Kay priorities for
E3 - Making 20222% are currenthy:
affective use of
initiatives to = Procurement Card Review | 7 14%
datect and lacrass all SErvicas)
present fraud, = Adult Social Care | 7 14%
such s data =  Support far Internal Audit
matching of due diigence and key 2 i 5k

intelligence
shaciog

Ed - Praviding far

indepandent
ALUrANCE over
fraud risk

managament,

strategy and
||'ti' 'iti u

cantrol testing. (Payroll &
amployess) paymants &
craditors)
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Appendix B :
Counter Fraud Plan 2022/23

Specific step
(From CIPFA
Code of
Practice)

MNature of work and
Indicative Scope

Gaverning Body
At e st annually
an parfarmance
apainst the
oounter fraud
sirabepy and the
affectiveness af
thee shrakea gy,
Conclusions sre
faatured within
the Anmwa
Gavernance

ES - Report to the

48 Days (9%)

24

50%

290 days for Investigations [55%)

215

290

4%

Additional work

Hature of work and Indicative Scope

Days
delivered

Planned
days

Percent
achieved

ey
LiCHN

Orthier - emerging risks / expansion of
planned work

20

ElS

5%

ALS Days (16%)

TOTAL — 523 DAYS |

324.5

223

62%
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